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SECRET  MOSCOW  001647 

SIPDIS 

FOR  UNDERSECRETARY  BURNS 

E.O.  12958:  DECL : 06/04/2018 
TAGS:  PREL  PTER  PINR  MARR  ECON  RS 

SUBJECT:  SCENESETTER  FOR  COUNTERTERRORISM  WORKING  GROUP 

Classified  By:  Charge  d'Affaires  Daniel  A.  Russell.  Reasons  1.4(b)  and  (d) 

I. (C)  Summary.  Embassy  Moscow  warmly  welcomes  you  back  for  the  Core  Group  and  16th  session  of  the  U.S. -Russia  Counterterrorism  Working  Group  (C 

Core  Group  Issues  

f2 . (C)  The  Core  Group  dinner  on  June  19  gives  you  the  opportunity  to  review  implementation  of  the  Sochi  Strategic  Framework  Declaration,  inclu 
f3 . (S)  Outside  the  counterterrorism  prism,  the  dinner  is  a chance  to  discuss  areas  of  disagreement,  including  Kosovo,  NATO  enlargement,  missil 
Afghanistan  

f.4 . (C)  The  GOR  consistently  has  reiterated  its  strong  support  for  a continued  U.S.  and  NATO  presence  in  Afghanistan,  while  expressing  disappoi 

5. (C)  Multilateral:  We  can  encourage  Russia  to  expand  its  participation  in  NATO-Russia  Council  initiatives,  and  take  on  greater  financial  oblic 

6. (C)  Bilateral:  There  appears  to  be  a role  for  the  U.S.  in  brokering  Russia's  efforts  to  expand  bilateral  cooperation  with  Kabul.  In  October  2 

Counternarcotics  

7. (U)  Trafficking  in  opiates  from  Afghanistan  and  their  abuse  are  major  problems  facing  Russian  law  enforcement  and  public  health  agencies.  The 

8. (C)  Quality  Intelligence-Sharing:  The  GOR  generally  cooperates  with  U.S.  law  enforcement  on  counter  narcotics.  The  most  successful  examples  c 

9. (SBU)  UN  Central  Asian  Regional  Information  and  Coordination  Center  (CARICC)  Membership:  We  should  push  the  Russians  to  finalize  their  partic 

10. (SBU)  Better  Liaison:  Now  that  the  GOR  has  begun  establishing  Drug  Liaison  Offices  in  ten  countries  (including  the  U.S.,  Iran,  Afghanistan, 

II. (SBU)  Expanded  "Operation  Channel":  Since  2003  law  enforcement  agencies  in  the  CSTO  have  participated  in  a biannual,  week-long  interdiction 

United  Nations  Designations  and  Terrorist  Financing  

J.13.  (C)  Timely  Delistings  and  Designations:  While  the  U.S.  and  Russia  are  working  together  to  update  the  UNSCR  1267  Al-Qaeda  (AQ)  and  Taliban 

14.  (C)  Improving  Terrorist  Financing  Capacity:  Under  existing  Russian  law,  financial  institutions  are  unable  to  refuse  the  creation  of  bank  acc 

15.  (C)  Better  Regional  FATF  Compliance:  When  Uzbekistan  issued  presidential  decrees  last  year  that  effectively  suspended  the  country's  money  la 

Law  Enforcement  Cooperation  

16.  (C)  Counterterrorism  cooperation  between  U.S.  and  the  Russian  law  enforcement  agencies  is  rated  as  fair.  We  continue  to  share  information  re 

Military  CT  Cooperation  

f.18.  (C)  Murder  of  Russian  Diplomats  in  Iraq:  You  can  reaffirm  our  willingness  to  assist  the  Russians  in  their  investigation  of  the  murder  of  t 
f.19.  (C)  U.S. -Russian  Counterterrorism  Cross  Talks:  At  the  October  2006  Joint  Staff  Talks,  it  was  agreed  to  enhance  operational  and  strategic-1 
.5.20 . (C)  Reactivation  of  Intelligence  Exchanges:  The  Under  Secretary  of  Defense  for  Intelligence  (USDI)  meeting  with  Chief  of  the  Main  Intellic 
.5.21.  (C)  Training  Centers:  The  U.S.  and  Russia  engage  in  combined  exercises  and  training,  subject-matter  expert  exchanges,  and  courses  and  semi 
.5.22.  (C)  Border  Security:  FSB  Border  Guards  are  increasingly  employing  high-tech  networks  of  sensors  to  secure  remote  border  areas.  Field  grade 
WMD:  GICNT,  Bioterrorism  and  Smallpox  

.523 . (C)  One  of  the  major  success  areas  of  U.S.-  Russian  counterterrorism  cooperation  has  been  in  the  WMD  arena.  In  addition  to  reaffirming  the 
MANPADS  

.528.  (S)  The  U.S.  and  Russia  continue  to  cooperate  to  prevent  the  spread  of  Man-Portable  Defense  Systems  (MANPADS).  On  July  25-27,  2007,  the  U. 
Transportation  Security  

.529.  (SBU)  Air  Marshal  Agreement:  The  MFA  has  previously  shown  interest  in  an  air  marshal  agreement,  but  only  with  the  condition  that  the  arms 
.530.  (C)  Nuclear  Weapons  Transportation  Security  (NWTS)  Program:  The  ongoing  NWTS  program  enhances  security  and  safety  of  nuclear  weapons  durir 
f31.  (C)  Port  Security:  Naval  Criminal  Investigative  Service  (NCIS)  and  FSB  coordinate  on  conduct  of  force  protection  assessments  at  Russian  pc 
Comment  

f.32.  (C)  The  scope  of  our  counterterrorism  cooperation  with  Russia  is  significant,  but  there  are  opportunities  to  expand  what  is  an  essentially 
RUSSELL 


